
How we use your personal information and verify your identity

You must read and give consent to  
the use of your personal information 
under the Data Protection Act and to 
verify your identity.
Collecting your information
We, The Royal London Group (including Bright Grey), may obtain personal information 
either from you directly or, with your consent, from your approved intermediary or from 
other sources such as your doctor or an identity authentication agency.

Use of your information

We will use your personal information (including sensitive personal 
information) for the following purposes:
•	 Providing and developing our products and services
•	 Improving customer care
•	 Verifying your identity and fraud prevention
•	 Research and analysis
•	 Marketing
•	 Legal and regulatory reasons
•	 Administering your plan.

We will retain your personal information for a reasonable period and we may also 
share information about you with other companies within the Royal London Group, your 
approved intermediary, our service providers and agents and with third parties such as 
auditors, underwriters, reinsurers, medical agencies, identity authentication and fraud 
prevention agencies, other financial institutions and legal and regulatory bodies.

Your personal data may be processed in countries outside the European Economic 
Area. This processing will be carried out by experienced and reputable organisations 
and only on terms which safeguard the security of your data and comply with the 
requirements of the Data Protection Act 1998.
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We may monitor and record phone calls and retain these for the purposes of 
training and quality assurance and to ensure that we have an accurate record 
of your instructions.

If you provide us with information about another person, you confirm that they have 
appointed you to act for them to consent to the processing of their personal data and 
that you have informed them of our identity and the purposes (as set out above) for 
which their personal data will be processed.

How we will verify your identity
We may carry out an identity authentication check to verify your identity. This involves 
checking the details you supply against those held on any databases that may be 
accessed by the reputable third party company which carries out our checks. This 
includes information from the Electoral Register and fraud prevention agencies.

We will use scoring methods to verify your identity. A record of this search will be kept 
and may be used to help other companies verify your identity.

We may also pass information to financial and other organisations involved in the 
prevention of money laundering and fraud to protect ourselves and our customers 
from theft and fraud. If you give us false or inaccurate information and we suspect 
fraud, we will record this and share this information with other organisations.

Your rights
You have the right to ask for a copy of the information that we hold on you, for which 
we are entitled to charge a small fee. You can ask us to correct any inaccuracies in 
your information.

If you have any questions about how we will use your personal 
information please contact a member of the Bright Grey Customer 
Care Team on 0845 6094 500.


